Remote Desktop Connection to Tier 2 servers

It is necessary that MFA is set up to your personal SDU account, and the Microsoft Authenticator App installed
on your mobile phone and chosen as most advisable Sign-in meth sign-in method when most advisable is unavailablef Microsoft Authenticato]

Mac Remote Desktop setup on page 2.

Setting up Remote Desktop Connection PC :
On the General tab, enter Computer name and User name with the account you use for server login.
Under Settings on the Advanced tab, enter the Gateway Server name and other settings as shown. Then OK and

connect.

& Remote Desktop Connection -

b Remote Desktop
»¢ Connection

General Display Local Resources Experience Advanced

Logon settings

- ! Enter the name of the remote computer.

Computer: SERVERNAME.c.sdu.dk v

User name:  sdu\WS-ACCOUNTNAME]|

You will be asked for credentials when you connect.
() Allow me to save credentials

Connection settings

Save the current connection settings to an RDP file or open
a saved connection.

Save Save As... Open...

4 Hide Options

lv- Remote Desktop Connection - X
b Remote Desktop
» Connection

General Display Local Resources Expenenc

Server authentication

ﬂ“ Server authentication verifies that you are connecting to the

\; intended remote computer. The strength of the verification
required to connect is determined by your system security
policy.

If server authentication fails:

Warn me iV

Connect from anywhere

Configure settings to connect through Remote Desktop

<) Gateway when I am working remotely.

Settings...

User authentication

Sa () Use a web account to sign in to the remote computer
D

4 ) Hide Options

& RrRD Gateway Server Settings

Remote Desktop
» Connection

Connection settings

() Automatically detect RD Gateway server settings

© Use these RD Gateway server settings:

Server name: gw2.sdu.dk

Logon method: Allow me to select later v

I () Bypass RD Gateway server for local addresses

O Do not use an RD Gateway server

Logon settings
User name: None specified

You will be asked for credentials when you connect to this RD
Gateway server.

(JJuse my RD Gateway credentials for the remote computer I

Fill in the credentials for the Gateway server with the standard user account, open the Authenticator App on the
Mobile Phone and authorize. Then enter the credentials for the server with the server account.

¥ Windows Security

RD Gateway Server Credentials

Enter your credentials to connect to gw2.sdu.dk

xox@sdu.dy] x

Password

Domain: sdu.dk

\7\ Remember me

More choices

° "
I @ Useadifferent account

P Fingerprint

7 ADM\ahde
PIN
ADM\ahde

0 Aatherszator - 0w @ )

Wil du godkende logon?

e Vil du godkende logon?

Syddansk Universitet
oox@sdu.dk

AFVIS GODKEND

Windows Security

Enter your credentials
These credentials will be used to connect to sdu-
metaverseQa.c.sdu.dik

sdu\WS-ACCOUNTNAME

More choices

“ Caical


https://aka.ms/mfasetup
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Mac Remote Desktop connections setup
Download fra the Apple APP Store Microsoft Remote Desktop ver 10.x

Microsoft Remote Desktop
Version 10.9.8 (2217)
Support ID: C7TECB64E-78F6-40B1-B417-4EB20115A561

In Microsoft Remote Desktop -> Preference create a entry with your WS account, the account you
use for server login. Important that you use @domain

O Preferences

General User Accounts = Gateways  Groups Resolutions

adm\njespersen Username: ws2-njespersen@c.sdu.dk
njespersen@sdu.dk
sa-njespersen
sysmaster

Password:

Friendly name: ws2-njespersen

In Microsoft Remote Desktop -> Preference create a entry with your SDU account

O Preferences

General User Accounts = Gateways  Groups Resolutions

adm\njespersen Username: njespersen@sdu.dk

njespersen@sdu.dk

sa-njespersen
sysmaster
ws2-njespersen

Password: 00000 OOOOOOOONNS

Friendly name: njespersen@sdu.dk

In Microsoft Remote Desktop -> Preference create a entry with the Gateway server name and with
your personal SDU user account as User account.

O Preferences

General User Accounts  Gateways Groups  Resolutions

gw2.sdu.dk Gateway name: gw2.sdu.dk

Friendly name: gw2.sdu.dk

User account: njespersen@sdu.dk )
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Create a connections setting as shown

Edit PC

PC name: | sdu-filemakerOa.c.sdu.dk

User account: ~ ws2-njespersen &

General Display = Devices & Audio  Folders

Friendly name: sdu-filemakerOa.c.sdu.dk

Group: Saved PCs &

Gateway: gw2.sdu.dk e

Bypass for local addresses

Reconnect if the connection is dropped
Connect to an admin session
Swap mouse buttons

When you connect then you should get at Microsoft Authentication Notification on your personal
SDU account you should authenticate. Then enter the credentials for the server with the server
account

11.09 al =

= Authenticator Q +

IE Syddansk Universitet
NJespersen@sdu.dk

@ Syddansk Universitet
ca-njespersen@sdunet.dk

@ SDU 1Password
team-sdu.1password.eu(njesperse...

NAN NRA G,

Vil du godkende logon?

Syddansk Universitet Conn
Nissrerser@sAudk ! Enter Your User Account
o FileM . .
v This user account will be used to connect to sdu-
Al Cotend filemakerOa.c.sdu.dk (remote PC).
SysMaster S Confi )
j 1_sdu.dk#EXT#@sy Username: ws2-njespersen@c.sdu.dk
rel
Password: | F
—
Show password r

Friendly name: ws2-njespersen

Authenticator  Adgangskoder Adresser Bekranftede id'er Cancel m




